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REFLECTIONS ON LIFE: IS THE CYBER WORLD MORE TRICK OR TREAT? 
           
  Way back in 1949, prescient George Orwell penned the novel Nineteen Eighty-four that 
describes society as a creepy place where every citizen is under constant surveillance by the 
authorities, mainly by telescreens. The people are constantly reminded of this by the slogan, "Big 
Brother is watching you."  
 
            It took a jolting outing of shady Facebook practices to wake us up recently. Now 69 years 
after debuting 1984, it’s déjà vu doing the same number on us again. However, this time it is not 
just the authorities spying on us, but some businesses and evil individuals. The seedy election 
British info firm Cambridge Analytica Data paired with an app to build “psychometric profiles” on 
50 million unwilling users.  
 
            In a frenzied attempt to apologize for the data privacy scandal that has rocked the social 
network in a legal and regulatory nightmare – and erased nearly $50 billion of Facebook’s stocks 
– Facebook’s founder/CEO Mark Zuckerberg used full-page ads on March 25, 2018 in seven 
British and three American newspapers: 
 

“We have a responsibility to protect your information. If we can’t, we don’t deserve it. 
You may have heard about a quiz app built by a university researcher that leaked Facebook data 
of millions of people in 2014. This was a breach of trust, and I’m sorry we didn’t do more at the 
time. We’re now taking steps to make sure this doesn’t happen again. 

 
“We’ve already stopped apps like this from getting so much information. Now we’re 

limiting the data apps get when you sign in using Facebook. 
 
“We’re also investigating every single app that had access to large amounts of data before 

we fixed this. We expect there are others. And when we find them, we will ban them and tell 
everyone affected. 

 
“Finally, we’ll remind you which apps you’ve given access to your information – so you 

can shut off the ones you don’t want anymore. 
 
“Thank you for believing in this community. I promise to do better for you.” 

 
            WikiLeaks says that it has a trove on the CIA’s hacking secrets. Smart TVs, smartphones, 
watches, cars, trucks, crock-pots, thermostats, internet routers, Mac and windows computers, 
electronic toys, even anti-virus software. Other spies are Amazon’s Echo (and its Alexa digital 
assistant), Google Home (Google’s version of Echo), Networked video games, like the Xbox 
Kinect, Smart TV’s, Facebook Live, Laptop Skype cameras (which face you at all times), Home 
security cameras, Baby monitors, Internet connected appliances (like Samsung’s new Family Hub 
refrigerator, that has web-connected cameras inside). 



            Rather than helping tech companies correct flaws in their products, the CIA selfishly 
develops methods intrusive into technologies, thus undermining efforts to protect the 
cybersecurity of Americans. They can even take over a system without being detected. The CIA 
uses a tool called “Weeping Angel” that places the Smart TV in a “Fake-Off” mode, so that the 
owner falsely believes the TV is off when it is on. In “Fake-Off” mode, the TV operates as a bug, 
recording conversations in the room, even encrypted apps, and sending them over the Internet 
to a covert CIA server. In case of doubt, you may want to resort to unplugging a particular 
appliance. 
 
            How can you prevent spying? Electronic devices can receive and transmit data, wirelessly, 
across the internet, making our lives easier. But that very ease of receiving and transmitting 
through Smart TV’s that connect easily to Netflix, Hulu and other apps poses the problem that 
your TV is now connected to the internet at all times, enabling Netflix to keep a list of movies 
you’ve watched. It is a big mistake to use the “default” settings and passwords on most internet 
devices. 
 

Cameras can give snoopers a look into your private life. What can you do to stop webcam 
spies? Cover your webcam or disable it if you don’t use it. Even Facebook CEO Mark Zuckerberg 
and former FBI director James Comey put tape over theirs. Always use an up-to-date antivirus 
and enable your firewall. Use cameras over a secure internet connection Keep your operating 
system, browser and software up-to-date. Don’t click on suspicious links and don’t chat with 
strangers online. Avoid fake emails that appear to be sent from trusted sources asking you to 
download attachments, click on a link or disclose any personal details.  

 
Set up a secure passcode and antivirus for your smartphone, with up-to-date software. 

For a surveillance system, replace the default password with a secure one. 
 
 
--  
"God is love, and all who abide in love abide in God and God in them."   (1 John 4:16) 
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